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letter, asking the requester to provide
the type of information outlined in
paragraph (h)(2) of this section. DNA is
not obligated to act on the request
until the requester responds to the
specificity letter. When practical, PAO
shall offer assistance to the requester
in identifying the records sought and
in reformulating the request to reduce
the burden on the Agency in complying
with the Act.

(2) The following guidelines are pro-
vided to deal with ‘“‘fishing expedition”
requests and are based on the principle
of reasonable effort. Descriptive infor-
mation about a record may be divided
into two broad categories.

(i) Category I is file-related and in-
cludes information such as type of
record (for example, memorandum),
title, index citation, subject area, date
the record was created, and originator.

(ii) Category II is event-related and
includes the circumstances that re-
sulted in the record being created or
the date and circumstances sur-
rounding the event the record covers.

(3) Generally, a record is not reason-
ably described unless the description
contains sufficient Category I informa-
tion to permit the conduct of an orga-
nized, nonrandom search based on
DNA’s filing arrangements and existing
retrieval systems, or unless the record
contains sufficient Category II infor-
mation to permit inference of the Cat-
egory I elements needed to conduct
such a search.

(4) The following guidelines deal with
requests for personal records. Ordi-
narily, when personal identifiers are
provided only in connection with a re-
quest for records concerning the re-
quester, only records retrievable by
personal identifiers need be searched.
Search for such records may be con-
ducted under Privacy Act procedures.
No record may be denied that is
releaseable under the FOIA.

(6) The above guidelines notwith-
standing, the decision of an office con-
cerning reasonableness of description
must be based on knowledge of its files.
If the description enables office per-
sonnel to locate the record with rea-
sonable effort, the description is ade-
quate.

(1) Reasoms for mot releasing a record.
(1) The request is transferred to an-
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other DoD component, or to another
Federal agency.

(2) The request is withdrawn by the
requester.

(3) The information requested is not
a record within the meaning of the
FOIA and 32 CFR part 286.

(4) A record has not been described
with sufficient particularity to enable
DNA to locate it by conducting a rea-
sonable search.

(5) The requester has failed reason-
ably to comply with procedural re-
quirements, including payment of fees,
imposed by 32 CFR part 286 or this
part.

(6) The DNA determines, through
knowledge of its files and reasonable
search efforts, that it neither controls
nor otherwise possesses the requested
record.

(7) The record is subject to one or
more of the nine exemptions set forth
in §291.8, and a significant and legiti-
mate government purpose is served by
withholding.

§291.5 Responsibilities.

(a) The Director, DNA, as appellate
authority, is responsible for reviewing
and making the final decision on FOIA
appeals.

(b) The DDIR, as IDA, is responsible
for reviewing all initial denials to
FOIA requests and has sole responsi-
bility for withholding that informa-
tion.

(c) The DNA FOIA Officer, who is
also the Public Affairs Officer, man-
ages and implements the DNA FOIA
program. In this regard, the Public Af-
fairs Officer serves as the FOIA point-
of-contact and liaison between DNA
and the Office of the Assistant Sec-
retary of Defense (Public Affairs)
(OASD(PA)), Directorate for Freedom
of Information and Security Review
(DFOI/SR). The Public Affairs Officer
is responsible for:

(1) Advising OASD(PA), DFOI/SR, of
any DNA denial of a request for records
or appeals that may affect another
DoD component.

(2) Ensuring publication of this part
in the FEDERAL REGISTER.

(3) Ensuring that the Command Serv-
ices Directorate publishes in the FED-
ERAL REGISTER a notice of where, how
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and by what authority DNA performs
its functions.

(4) Ensuring that the Command Serv-
ices Directorate, publishes an index of
DNA instructions in the FEDERAL REG-
ISTER.

(5) Coordinating all FOIA actions, ex-
cept routine, interim replies indicating
initial receipt of a FOIA request
through the appropriate DNA offices
and the DNA General Counsel (GC).

(6) Forwarding all fees collected
under the FOIA to the HQ, DNA, Fi-
nance and Accounting Officer for fur-
ther processing.

(7) Coordinating action on FOIA re-
quests that involve other government
organizations (e.g., when DNA is not
the original classifier for a classified
document) with those organizations.

(8) Ensuring FOIA briefings are pre-
sented annually for DNA personnel.

(9) Submitting an annual report to
OASD(PA), DFOI/SR, in accordance
with the requirements of DoD Direc-
tive 5400.11.1

(d) The Commander, FCDNA, is re-
sponsible for determining, based on
current directives and instruction,
what information in FCDNA custody
may be released to FOIA requesters.
(This responsibility may be delegated.)
The Commander, FCDNA, is respon-
sible for designating a representative
to process FOIA requests. The Com-
mander has the authority to release
documents in response to the FOIA.
When FCDNA releases information
under the FOIA, it will forward a copy
of the request, the response and the ap-
propriate cost sheet to HQ, DNA,
ATTN: PAO (FOIA). FCDNA will not
deny requests for information under
the FOIA; instead, it will forward to
HQ, DNA, PAO a recommendation and
justification for denying the FOIA re-
quest.

(e) The Director, AFRRI, is respon-
sible for designating a representative
to process FOIA requests and to for-
ward them to HQ, DNA, (PAO) for co-
ordination and preparation of a final
response.

(f) The DNA GC shall coordinate on
all DNA FOIA response except routine

1Copies may be obtained, at cost, from the
National Technical Information Service, 5285
Port Royal Road, Springfield, VA 22161.

§291.5

interim letters which acknowledge re-
ceipt of the FOIA request. That office
shall also ensure uniformity in the
legal position and interpretation by
DNA of the FOIA, and coordinate with
the DoD GC, as necessary.

(g) The HQ, DNA, Finance and Ac-
counting Officer will ensure that fees
collected under the FOIA are forwarded
to the Finance and Accounting Office,
U.S. Army, to be submitted to the
Treasury of the United States.

(h) HQ, DNA, Assistant Director for
Intelligence and Security, Classifica-
tion Management Division (ISCM), will
conduct security reviews of classified
documents requested under the FOIA.
ISCM will determine whether the docu-
ment.

(1) Contains information that meets
requirements for withholding under
Exemption 1 Executive Order 12356.

(2) Has information that meets re-
quirements for withholding under Ex-
emption 3, to include Restricted Data
and Formerly Restricted Data, 42
U.S.C. 2162.

(3) Has information that may be de-
classified or sanitized. ISCM is also re-
sponsible for sanitizing DNA classified
information from documents requested
under the FOIA (refer to §291.6(b)(5)).
In addition, ISCM is responsible for ad-
vising the Assistant Director for Tech-
nical Information (CSTI) to notify the
appropriate authorities when informa-
tion has been reclassified as a result of
a DNA FOIA review.

(i) HQ, DNA, CSLE will, upon re-
quest, ensure that photocopies are
made of 50-page or larger documents
being processed under the FOIA. (Cop-
ies are required only when documents
are not available from other sources.)

(j) CSTI, Technical Library Division
(TITL), will, upon notification from
PAO that a document has been cleared
for public release under the FOIA, re-
tain the marked up document in its
files, annotate the FOIA case number
in the computerized data base and en-
sure that the document is made avail-
able to the public through the National
Technical Information Service (NTIS).

(k) Commander, FCDNA; Director,
AFRRI; and directors and chiefs of
staff elements at HQ, DNA, will ensure
that personnel are familiar with the
procedures and contents of this part
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prior to acting on FOIA requests. They
will also make sure that FOIA actions
forwarded to their offices for proc-
essing are closely monitored to ensure
accountability and that their input to
PAO is provided in a timely manner
and in accordance with this part.
(Refer to §291.7(b)(2)). If the office(s)
cannot meet the FOIA suspense, they
must request an extension. In addition,
they will ensure that, upon request by
PAO, appropriate technical personnel
sanitize information such as unclassi-
fied technical data, that is determined
to be exempt from disclosure under the
FOIA. (Refer to §291.7(b)(5)).

§291.6 Procedures.

(a) If HQ, DNA personnel receive a
FOIA request that has not been logged
and processed through PAO, they will
immediately handcarry the request to
PAO. TDNM and AFRRI personnel will
forward all FOIA requests to HQ, DNA,
Attn: PAO. FCDNA will adhere to para-
graph 6d and FCDNA Supplement to
DNA Instruction 5400.7C. 2

(b) When a FOIA request is received
by PAO, HQ, DNA, the following proce-
dures apply:

(1) The request will be date stamped,
reviewed to determine if it meets the
requirements of 5 U.S.C. 552, logged in,
assigned an action number, suspensed,
and attached to a FOIA cover sheet
with instructions for forwarding to the
appropriate office. A copy of DD Form
2086 or DD Form 2086-1 will also be at-
tached to the FOIA request.

(2) A copy of the request will be
handcarried by PAO to the designated
HQ, DNA, action office(s) or forwarded
to AFRRI or FCDNA, as appropriate.
The office or component providing
input for the FOIA request must keep
track of the request and meet the PAO
suspense. The HQ, DNA input, or nega-
tive response, if there are no records
available, will be handcarried to PAO.
AFRRI will send the recommended re-
sponse in daily distribution. FCDNA
will telefax the proposed response in
addition to mailing the original. All
FOIA actions must include a completed

2Copies can be obtained from Defense Nu-
clear Agency PAO or SSAB, Defense Nuclear
Agency, 6801 Telegraph Road, Alexandria,
VA 22310-3398.
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DD Form 2086 or 2086-1. Each office act-
ing on FOIA requests will indicate on
the form the search, review/excise and
coordination time spent processing the
FOIA action, and provide the number
of pages copied.

(3) The DNA PAO will prepare the re-
sponse to the requester and coordinate
it with the offices that provided input,
the GC, and if appropriate, ISCM, the
IDA, the Director, DNA, OASD(PA),
and outside agencies, if involved. The
PAO will maintain files of all FOIA ac-
tions per DNA Instruction 5015.4B.

(4) If a request is received by a DNA
office which does not have records re-
sponsive but office personnel believe
another office would have the records
requested, they must contact the other
office to confirm the existence of the
documents, forward the FOIA action to
that office and notify PAO.

(5) FOIAs involving classified informa-
tion. When ISCM or contractor security
reviewers receive a classified document
from PAO for processing under the
FOIA, they will conduct a security re-
view to determine if the document may
be sanitized or declassified. Most DNA
documents requested under the FOIA
are queued on a first-come, first-served
basis and shall be reviewed in that
order. When security reviewers deter-
mine that part or all of the informa-
tion in a classified document may be
sanitized or declassified, they will en-
sure that the appropriate copies are or-
dered from the Defense Technical In-
formation Center (DTIC). The DTIC
copy will be marked up during review.
Cases not placed in queue will be
suspensed by PAO. They may include
documents with less than 10 pages or
documents under suspense from other
organizations which require a DNA re-
view. All DNA documents reviewed will
be marked with a special pen that does
not permit photocopying of the classi-
fied portions. Security review must in-
clude a detailed response providing the
appropriate exemption(s) and justifica-
tion for withholding.

When the Field Command Security Di-
vision (FCSS) receives a classified doc-
ument for processing under the FOIA,
they will conduct a security review to
determine if the document may be
sanitized or declassified. When FCSS
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